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Birkbeck, University of London

e Established by George Birkbeck in 1823 as London
Mechanic’s Institute

 Celebrating 100 years in University of London in 2020

 Original and ongoing mission is the provision of
Higher Education, face-to-face, to working Londoners

* 50% of all classes start at 6:00PM on a weekday
evening
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GDPR is focussed on PROCESSING PURPOSES no DATA STORES
 But staff don't get that

We have multiple disconnected processing activities

 To an extent within the set of activities supported by centrally
provided IT

 Certainly when you include ‘self-sourced’ IT solutions

WWW.BBK.AC.UK
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This is a problem
« Most HEIs are a single data controller

 Transparency — how can you clearly explain to a data subject what
processing is being done?

* Individual Rights — how can you act on requests under individual
rights?

» Accountability & Governance requirements: documentation —

essentially you “need to know what you're processing, how, where
and why”

WWW.BBK.AC.UK



Events
* Run all over the institution
* 99% of them historically using Eventbrite*

Mailing Lists

» Again — maintained all over the place
» Typeform

e Survey Monkey

e Spreadsheets....

WWW.BBK.AC.UK
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Privacy Notice

Lots of these, highly granular

Processing Purpose

WWW.BBK.AC.UK

PP-Cust
N

Customer

.

Using Birkbeck online & IT
facilities

We are processing your
personal data in order to
provide you with a user
account to access our
services. This privacy

notice document describes this
processing.

Lots of these too, with a
wide variety of
relationships with Birkbeck



http://www.bbk.ac.uk/downloads/policies/privacy-it-user-account.pdf
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Anatomy of MPC for example
individual

Prospectus
Request

ASK a question

Get an IT user
account
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My Privacy control E

How my personal data is used

Birkbeck processes your personal data in order to carry out its mission. We take our responsibilities fo process data fransparently, fairly, lawfully, safely and
securely very seriously. You can read more about this at www.bbk.ac.uk/privacy

We are processing your personal data for the purpose of keeping you informed about things you might be interested about at Birkbeck.
You can configure your areas of interest below.

You have opted in fo receive information related to student support or further study opportunities at Birkbeck, which is undertaken based
oon your consent. The Privacy Mofice document describes this processing.

You can opt-out of this processing m

You've asked us a question (www.bblac.uk/ask), and we are processing your data to answer it. We also keep hold of all the questions
you've asked and the answers we've given during your time with us so that you can refer back to it for reference. This privacy nofice
describes our approach

Using Birkbeck online & IT I

We are processing your persenal data in order to provide you with a user account to access our services. This privacy nofice document
describes this processing

My interests & preferences

‘We will use the interests selected here to inform what we contact you about. You can opt out from all interests. Click to
deselect all interests below.

Please be aware that we will always send you essential communications regardin:

our relationship with Birkbeck, irespective of the interests selected here.
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ID Version date

BBKPN001.2 21 August 2019

BBKPNO002.1 26 Jun 2018

BBKPN003.0 24 May 2018

BBKPNOO4.1 6 June 2019

BBKPN005.0 25 May 2018

BBKPN006.1 26 Jun 2018
BBKPN007.1 26 Jun 2018

BBKPNOO08.1 26 Jun 2018

BBKPN009.2 11 Dec 2018
BBKPN010.2 11 Dec 2018

BBKPNO11.1 17 Mar 2019
BBKPN012.0 28 May 2019
BBKPN013.2 30 July 2019
BBKPNO14.3 30 July 2019

BBKPNO017.2 29 Sep 2018
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Processing purposes covered

Admissions and study

Keeping in touch

Visitors to our website and
online self-service applications

Friends, alumni and donors

Staff

IT User Account
Library user
ASK

Research
Birkbeck Talent
Events

Payment Gateway
Promotion

Student research
Studiosity

Scope

For people who wish to study at Birkbeck, are in the process of study at Birkbeck, or who have finished study at Birkbeck
(commonly referred to as applicants, students and former students).

For the purpose of keeping in touch with people who want to hear about opportunities and events at Birkbeck. In particular
this includes marketing to prospective students who may wish to study at Birkbeck.

Our use of monitoring facilities to track your use of our public websites (such as www.bbk.ac.uk) and online services (such as
My Birkbeck, Moodle, Panopto).

How we collect, use and share personal data and your rights in relation to information we hold about our alumni.

In order to carry out its duties as an employer, Birkbeck must collect and process data relating to its staff. This privacy notice
explains how we collect, use and share your personal data and your rights in relation to your information.

For the purpose of providing IT user accounts (Birkbeck accounts).
For the purpose of using library services.

For the purpose of operating a managed process to receive, record and resolve queries from enquirers.

For the purpose of conducting research for the benefit of society.
For the purpose of Birkbeck Talent - Birkbeck’s specialist recruitment consultancy.

For the purpose of organising, booking and attending events.

For the purpose of processing online payments.

For the purpose of promoting College activities and student life.

For the purpose of representing research students and their research.

For the purpose of providing Birkbeck students with access to Studiosity.


http://www.bbk.ac.uk/downloads/policies/privacy-admissions-study.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-prospective-students.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-web-tracking.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-alumni.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-staff.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-it-user-account.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-library.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-ask.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-research.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-birkbeck-talent.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-events.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-payment-gateway.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-promotion.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-student-research.pdf
http://www.bbk.ac.uk/downloads/policies/privacy-studiosity.pdf
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e Auditing processing purposes (for an individual customer)
e Especially important for consent “why did | get sent this email?....”
* Withdrawal of consent

Where the lawful basis
for processing is
consent, we have to be
able to provide a
mechanism to
withdraw consent

We are processing your persenal data for the purpose of providing you with access to "Studiosity’. Studiosity is a third party, online study support
service.

Studiosity's 24/7 sevice allows you to submit assignment drafts for feedback on structure, language, grammar and punctuation. It also provides for
you fo access a live online tutor for help with maths and science questions. You are allowed up to 10 assignment submissions or live online t
sessions (or 8 combination of both) per year.

You have consented to the processing of your personal data for this purpose (including the international transfer of your persdnal data to Studiosity -
an independent third party service provider - based in Ausfralia) as described in this Privacy Motice.
You have the right to withdraw consent at any time, which you can do by clicking _ ease note however that once you have accessed

Studiosity for the first time, your data will have been shared with Studiosity acfing as an autonomous data controller, who will process your data in
accordance with their terms and conditions which you will have agreed with them. We will act on your withdrawal of consent by ceasing to pass your
data to Studiosity, ceasing to maintain records of your use (if any of the service), and informing Studiosity of your withdrawal of consent.

WWW.BBK.AC.UK
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e A mechanism for maintaining ‘interests’

e A sub-set of Processing Purposes say we will process data to maintain
contact about areas of interest

e For customers who have this processing purpose, we allow the
maintenance of interests

My interests & preferences

We will use the interests selected here to inform what we contact you about. You can opt out from all interests. Click Eeemns b L=l to deselect al
interests below.

The interests we allow control over
vary by customer (e.g. students can
select a wider list than prospects)

Please be aware that we will always send you essenfial communications regarding your relationship with Birkbeck, irrespective of the interests selected here.

v Opportunities, news and events at Birkbeck

f this interest is selected, we will keep you informed about courses, events, research, news and opportunifies that we think you might be interested in.

7 Birkbeck College Students' Union {BC5U) membership
T this interest is selected, you will be included in BECSU membersip. All Birkbeck Students are automatically granted full membership of the Birkbeck College
Students' Union. You can opt-out of this membership by deselecting this interest.

7 Birkbeck Bulletin

T this interest is selecied, we will send you a regular roundup of news and events for Birkbeck Students on the first Thursday of each month

WWW.BBK.AC.UK
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JAMES GORDON
SMITH

BTU00094927

james.gordon.smith
@gmail.com

My Privacy control E

How my personal data is used

Birkbeck processes your personal data in order to carry out its mission. We take our responsibilities to process data transparently, fairly, lawfully, safely and securely
very seriously. You can read more about this at www.bbk ac.uk/privacy.

Below you will find a description of each of the processing activities that relate to you (with email address ja*****h@gmail.com). Please note some people have more
than one relationship with Birkbeck

We are processing your personal data for the purpese of keeping you infermed about things you might be inferested about at Birkbeck. You can
configure your areas of interest below

You have opted in to receive information related to student support or further study oppertunities at Birkbeck, which is undertaken based on your

s
- consent. The Privacy Notice document describes this processing.
= You can opt-out of this processing [T

o

You've asked us a question (www.bblc ac.ukfask), and we are processing your data to answer it. We also keep hold of all the questions you've asked
and the answers we've given during your time with us so that you can refer back to it for reference. This privacy nolice describes our approach.

We are processing your personal data in order to provide you with a user account to access our services. This privacy notice document describes
this processing.

You've registered to attend an event, or added yourself to the waiting list for one. We hold on to your details so that we can record aftendance and
contact you about that event and other, similar events. This privacy nolice describes our approach.

My interests & preferences

We will use the interests selected here to inferm what we contact you about. You can opt out from all interests. Click to deselect all
interests below.

Flease be aware that we will always send you essential communications regarding your relationship with Birkbeck, imespective of the interests selected here

/| Oprortunities, news and events at Birkbeck

7 this interest is selected, we will keep you informed about courses, events, research, news and opportunities that we think you might be interested in.

¥ Peltz Gallery

The Peltz Gallery is at the heart of a creative hub located in the School of Arts at Birkbeck Exhibitions profile the work of emerging and established artists

Founded in 2013 with the help of a generous donation by Elizabeth and Daniel Peltz, the Peltz Gallery shi the creative and
research produced by academic staff and postgraduates in the School of the Arts.

since opening, the Gallery has gone from strength to strength with a comprenensive programme of exhibiions and events and has a growing reputation for
exploring the critical role of visual art in politically and historically contentious fopics and in humanitarian debate.

1. Part of organisation
wants to maintain
mailing list

2. Data-generated
interest registration form,
explains processing
purpose, seeks consent to
KiT

3. Interest is added to
customers record (and
processing purposes
updated where
necessary)
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E‘f Event Preview k‘f Events — Birkbeck, University of X t!\ Event booking form by t!. Event bocking form x -

My Privacy control

<« C @ httpss/ < C @ Notsecure | ww| & C @ httpsy//cisbbkd € C @ httpsy//cis.bbk.acuk/ E

: Apps & Bookmarks t!l MBS

Bi I‘kb

UNI F

I Apps W Bookmarks t; 25 Apps W Bookmarks t!_ MBS Livg S5 Apps o Bookmarks t-f MBS Live I

Pease chossea . HOW My personal data is used

ticket type Birkbeck processes your personal data in order to carry out its mission. We take our responsibilities to process data fransparently, fairly, lawfully, safely and securely
very seriously. You can read more about this at www.bbk ac_uki/privacy.

e

LON

Total to Pay Below you will find a description of each of the processing activities that relate to you (with email address ja==**h{@amail.com). Please note some people have more

My Birkbeck Preparing for seen ex ' a de=t e
than one relationship with Birkibeck:.

E Event Booking form . v h
vents i -
et L crsity b We are processing your personal data for the purpose of keeping you informed about things you might be interested about at Birkbeck. You can
i configure your areas of interest below.
PR E PARI N P repa rl ng f( Special Requirements You have opted in to receive information related to student support or further study opportunities at Birkbeck, which is undertaken based on your
" Edit When: Wednesday 01 May consent. The Privacy MNotice document describes this processing.
anage Editors : )
Where: Birkbeck Main Buil Please let us know if Y ; :
. . ) you have any special You can opt-out of this processing m
opy Event We'll assess effective an requirements for this
Wi event such as step-
Booking Options Ve Title free access

=i Tickets i
e Bo First Name You've asked us a question (www.bbk ac_ukiask), and we are processing your data to answer it. We also keep hold of all the questions you've asked

& Audiences and the answers we've given during your time with us so that you can refer back to it for reference. This privacy notice describes our approach.

1 Family name

View Bookings D [l We would love
Email o notice explains Using Birkt online & IT fac
[] View Waiting Lis If -
N We are processing your personal data in order to provide you with a user account to access our services. This privacy nofice document describes

18 Attendance €x3 Re-type Email this processing.

of
@ Notify Please choose a

ticket type

& Admin Stuff P

You've registered to attend an event, or added yourself to the waiting list for one. We hold on to your details so that we can record attendance and
contact you about that event and other, similar events. This privacy nofice describes our approach.

« Back to event list Total to Pay

Copyright © Birkbeck University of Londo!

WWW.BBK.AC.UK
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Chur privacy mothes each explsin bow Dirkbeck oulierss, e and shars

* Birkbeck’s customer-facing privacy information

www.bbk.ac.uk/privacy

Approach (many, granular notices — one or more may apply
Privacy Notices
Individual rights

My Privacy Control
www.bbk.ac.uk/myprivacycontrol

Personalised information
Interests/preferences

WWW.BBK.AC.UK


http://www.bbk.ac.uk/privacy
http://www.bbk.ac.uk/myprivacycontrol
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This is an iterative process
* There is lots of processing under the radar... but it is getting better
» DPIA process poorly understood... but again improving

. Haviné; structure really he C,os because then you are developing and
extending something soli

* Not sure all of the sector are at the same part of the journey (some privacy
notices still don't call out lawful basis of processing for example)

Clearly other issues too...
 Security is critical — sector wide this is a current issue
 Resilience also important!

WWW.BBK.AC.UK
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MY BIRKBECK

'H My Birkbeck Profile Hor X

&« C | & https://cis.bbk.ac.uk/apex/b02u/f?p=104:1:56/17p=104:1:12710760411246

i Apps 9 Bookmarks [BY MBS Live [3 MBS Dev [ MBPLwe BPLive [3 MBPDev [ DB [ APEXLinks [ APXDEV [T APXPRD1 [] APXPRD2 [} AXIS70U-ScanDeoc [ BBKU4BW Citrix Acc  [B§ BBK Course Search v »

shassal6 [® Logout

SITS

M Birkbeck Home View ~ Action ~ Manage ~ Help

Welcome to My Birkbeck
GEORGE
BIRKBECK

F Q m

Student services Courses Library

TRM &
Kinetix

my Timetable

eRegislers - My Atiendance

B O n d 6 Your exam timetable is now available. Click below to view your attendance record Note that the attendance

12627692 -

u5501993 - calculation is carried out overnight, you will need to wail until the next day to
your the results

Qeiidecis bk = Birkbeck Talent For more information see www bbk ac uk/eregisters.
students acu

My weekly class attendance

0202229292 (% Birkbeck Talent is a specialist recruitment consultancy - Register with us to
g b . access roles selected exclusively for Birkbeck students and graduates My altendance summary
I nteg ro My Card Swipes
Careers and employability service u
https://cis bbk.ac.uk/apex/b02u/ftp=105:2:0:NO:2: Click here to access our careers and employability resources. By following this -

IDB &
AD

TDS &
eRegisters

Study
Support
Plan

WWW.BBK.AC.UK
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|E o k3 MyBikbeck - My Privac x| 4w - o
|(_|E-a|:4wmm«wmwx + w _
ielu & | [ My Birkbeck Privacy cor ¥ | o= W _ o =
I Glu & B mydirbeck - MyPrivee ¥ | 4w = e

QO @ W Sirkbeck
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My Birkbeck

How my personal data is used

Brkback prods
mare abous

5 your parponsl ¢ata in ceder 1o Camy oul s Mission. We take our responeibiities 10 peocess data ransparently, faiy, Lrwiuly. sately Bnd Securely very Seniously. You can raad

Below you v
Birkbeck

on of each of ihe processing acihviies thal retate bo you (with emal address 3"~ **hgigmail com). Fiease note some pecgée Nave mare than coe reationship with

yeul know Bbout upcoming cpen-days and events 1o ENOWC3SE LT COUTSEs Bnd SIhar Senvices.

W Py However Continug 1o conEaCt you S5 el feasons, primarily regardng any curent applications. enfimants, employment of relabionship with cor developmer and alume team
[haen ApEACAb 1o you)

It doesn't have to ba inis way!

Simply cBck s, ieen in 10Uch 10 Make SUN you keed receiving relevant and tmaty communications relaied 1o Study, research, news Bnd events # Biribeck

Thas wary in Which W e your porsonal data for this purpass is describod in his prvacy nob

Plaasa note At ihis senvice descbes core processing aciivities underiaken by Birkbeck Your data may te processed for oiher purDoBES which Should ba axplained at he outsel. You can
Pk ey il this: 3 v b prrvacy

Shudont Sipport Infarmation fir Birkbock atsdioncns

WWW.BBK.AC.UK

Example: 'Brand new' person
e Visits My Privacy Control

e Enters their email address

e Gets emailed a link

e Follows link -> sees that there is no
processing

You are currently opted out from keeping in touch with Birkbeck. This means you will not receive information related to courses, research,
events and other opportunities

We will not contact you to let you know about upcoming open-days and events to showcase our courses and other services.

We may however continue to contact you for other reasons, primarily regarding any current applications, enrolments, employment or relationship with our development and alumni team
(where applicable to you).

It doesn't have to be this wayl

Simply click 'yes, keep in touch' to make sure you keep receiving relevant and timely communications related to study, research, news and events at Birkbeck

Yes, keep in tou

The way in which we use your personal data for this purpose is described in this p

facy notice




e Keep in touch resulting from
e Opt-in to ‘Keep in touch’ via MPC
e Book on Open Evening, Request Prospectus, Enquiry Form

e Compete Interest Registration form
e All require consent to Keep In Touch
e MPC provides facility to remove consent

WWW.BBK.AC.UK
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Example: Open Evening Booking

|B & k? Home — pikheck Univ x| 4w _ o ¥
| <|l]5 & L comeand mestus—8 X | 4w _ o 5
| - |H & L} open evening ® o e . F—
| (“!l & b} Open evening b s ——
‘(|q5-atg:>pmmm; % [kt ==
| '<|ﬂ & k2 confimation A e _ o %

I<|l]5 B ™ My irkbeck Privacy cor X | 4w = o
|< r O B8 madgoogie.com

massangivibbkacuk 0852 (0 minutes age) Lo

This smai i for the owner of [am
Vo aBOUL CoUrSS, eadrch, ov

SOOIon. 3 ‘Wou've 25kad US 55 LRAAIR your Ay Dptions - which control how Brkbeck, Linkersey of London contact
1 STt CEOMuRities it Tk you Mgt B inBerestod in kniwing about

10 M08 b valw your urment &

g5 Vel AN LK O M Bk Bl

Best wishs,
Biriback, Univarsey of Landen
Makt 51, Londem, WCIE THX

Pisase 8o ot rely 0 Nis amad 5 e malbas i& nof monAoeed B you have & question tioass ASK e

1 Btioted maestage in Mhis comversation. View mistaos of dtiolo frver

] L s ety 37 i

8T OB (19 of 140 OB used
brevien
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Students Resi Staff Alumni

//cis.bbk.ac.uk,

My Birkbeck

My Privacy control

How my personal data is used

Birkbeck processes your personal data in order to carry out its mission. We take our responsibilities fo process data transparently, fairly, lawfully, safely and securely very seriously. You can read

Below you will find a description of each of the processing activities that relate to you (with email address ja*****h@gmail.com). Please note some people have more than one relationship with
Birkbeck

We are processing your personal data for the purpose of keeping you informed about things you might be interested about at Birkbeck. You can configure your areas of
interest below.

You have opted in fo receive information related to student support or further study opportunities at Birkbeck, which is undertaken based on your consent. The Privacy Notice
document describes this processing

You can opt-out of this processing m

My interests & preferences
We will use the interests selected here to inform what we contact you about. You can opt out from all interests. Click to deselect all interests below.

Please be aware that we will always send you essential communications regarding your relationship with Birkbeck, irespective of the interests selected here.

Opportunities, news and events at Birkbeck

If this interest is selected, we will keep you informed about courses, events, research, news and opportunities that we think you might be interested in.

Please note that this service describes core processing activities undertaken by Birkbeck Your data may be processed for other purposes which should be explained at the outset You can
read more about this at v bbk.ac.uk/priv

Information for Birkbeck audiences

Online services Student support Get help
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Example: Applicant or student
e Sees ‘Admissions and Study’

e Has a different set of
‘interests’ to pick from (based
on rules)

WWW.BBK.AC.UK

& K} My Birkbeck - My Privac > | + -
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& Birkbeck College [GE] ht cis.bbk.ac.uk,

Qescripes mis processing.

My interests & preferences

We will use the interests selected here to inform what we contact you about. You can opt out from all interests. Click to
deselect all interesis below.

Please be aware that we will always send you essential communications regarding your relationship with Birkbeck. irespective of the interests selected here.

[#] Opportunities, news and events at Birkbeck

If this interest is selected, we will keep you informed about courses, events, research, news and opportunities that we think you might be interested in

[] Birkbeck College Students’ Union {BC SU) membership

If this interest is selected, you will be included in BCSU membersip. All Birkbeck Students are automatically granted full membership of the Birkbeck
College Students’ Union. You can opt-out of this membership by deselecting this interest.

[] Birkbeck Bulletin

If this interest is selected, we will send you a regular roundup of news and events for Birkbeck Students on the first Thursday of each menth

[ Upskill

If this interest is selected, we will keep you informed about UpSkill - a Birkbeck programme designed to encourage students to explore the high
potential and high growth technology sector. It provides students with employer-lead workshops, skills trainings, information sessions, hackathons,
networking events, panel talks and more.

[] Enterprise pathways

If this interest is selected, we will keep you informed about Enterprise Pathways. Enterprise Pathways can help you to: leamn more about
enirepreneurship, join a community of enterprise-focused peers, start a new business individually or collaboratively, or develop an existing small
business.

Please note that this service describes core processing activities undertaken by Birkbeck. Your data may be processed for other purposes which
should be explained at the outset. You can read more about this at www.bbk.ac.uk/privacy.

Online services. Student support Get help Information for Birkbeck audiences

Ahout Riskhack
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e Firework Video Free Stock Videos by Videezy! www.videezy.com

. gharlnpagne Bottle Vectors by Vecteezy www.vecteezy.com/free-vector/champagne-
ottle

. ﬁnimal Party Hat Vectors by Vecteezy www.vecteezy.com/free-vector/animal-party-
at

. I\/Ilagnifying Glass Vectors by Vecteezy www.vecteezy.com/free-vector/magnifying-
glass

e Tool Vectors by Vecteezy www.vecteezy.com/free-vector/tool

WWW.BBK.AC.UK
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