
Identity & Access Management Analyst
Job details
	Field
	Detail

	Job title
	Identity & Access Management Analyst

	Grade
	

	Reports to
	Identity & Access Management Manager or Identity & Access Management Specialist, according to local team structure.

	Direct reports
	None. May support graduates, apprentices, service desk colleagues or application onboarding participants through guidance and knowledge transfer.

	Primary accountability
	Operation and improvement of identity lifecycle, access provisioning, authentication, federation, identity governance, access reviews, application onboarding and specialist identity support.

	Role type
	Identity security practitioner and operational service analyst.


Job description / purpose of the post
The Identity & Access Management Analyst operates secure and reliable identity processes across staff, students, researchers, partners, applications and service identities. The post processes approved lifecycle and access activity, supports authentication and federation, coordinates access reviews and application onboarding, maintains auditable evidence and escalates complex design, risk or engineering matters.
Main duties and key responsibilities
· Operate joiner, mover and leaver processes across applicants, students, staff, researchers, visiting academics, contractors, alumni and external collaborators where assigned.
· Investigate failed, delayed, duplicated or inconsistent identity events and coordinate correction with HR, student, research and other authoritative source owners.
· Process approved identity creation, modification, suspension, removal and access requests within defined service levels and escalation thresholds.
· Identify orphaned, dormant, duplicate or anomalous identities and progress them through the approved review and remediation route.
· Fulfil approved entitlement changes using governed workflows, least privilege and separation-of-duties controls, rejecting incomplete or unauthorised requests.
· Administer routine authentication, federation, directory, multifactor and conditional access operations within approved standards and change control.
· Troubleshoot sign-in, token, claim, certificate, group, attribute and account-state issues requiring specialist identity analysis beyond first-line support.
· Support compromised-account and authentication incidents through identity evidence and approved emergency revocation, session termination or account protection actions.
· Configure and run approved access certification and recertification campaigns, supporting reviewers and tracking non-response, revocation and closure evidence.
· Support business and service owners to understand entitlements and make informed access decisions without taking approval responsibility on their behalf.
· Gather requirements and ownership information for application onboarding and assist with connectors, group mappings, claims, workflows, provisioning rules and test activity using approved patterns.
· Coordinate reconciliation, cutover, support readiness and operational handover for identity integrations and maintain accurate onboarding records and runbooks.
· Monitor identity queues, workflow failure, connector health, certification progress and service metrics, escalating material backlogs, blind spots or recurring control failures.
· Identify safe automation, data quality, reconciliation and user experience improvements and implement approved low-risk changes within delegated authority.
· Provide specialist second-line guidance, maintain audit trails and operational reporting, protect privileged identity data and keep current with federation, IGA, PAM, passkeys and identity threats.
Person specification
	Requirement
	E / D

	Practical experience in identity and access management, directory services, cloud administration, application support, service management or a closely related role.
	E

	Understanding of identity lifecycle, authentication, authorisation, least privilege, access approval, audit trails and separation of duties.
	E

	Ability to investigate account, attribute, group, role, claim, provisioning and workflow issues across multiple systems.
	E

	Experience following controlled request, change and incident processes while handling privileged administrative access.
	E

	Ability to work with business owners and source-data teams while preserving clear accountability for access and data decisions.
	E

	Accurate documentation, data analysis and reporting skills, including the ability to identify recurring control or process failure.
	E

	Clear user-focused communication and the ability to explain identity controls without unnecessary technical language.
	E

	A relevant degree, apprenticeship, professional qualification or demonstrably equivalent practical capability.
	E

	Experience of cloud identity, federation protocols, multifactor authentication, passkeys, conditional access, IGA, PAM or access certification.
	D

	Experience supporting application onboarding, connector configuration, claims, group or role mapping and reconciliation.
	D

	Basic scripting, API, data transformation or workflow automation capability.
	D

	Knowledge of NIST CSF, ISO/IEC 27001, NCSC CAF, Zero Trust or comparable identity security guidance.
	D

	Experience of high-volume staff and student lifecycle, partner identity, guest access or service identity governance.
	D

	Previous work in Higher Education, research, public sector or another complex organisation with distributed ownership.
	D



Internal relationships
	Relationship
	Purpose

	Identity & Access Management Manager and Specialist
	Service priorities, standards, complex integrations, technical review, escalation and professional development.

	HR, student, research and contractor source owners
	Authoritative identity data, lifecycle events, data quality and correction.

	Application, data and service owners
	Entitlement definitions, access approval, certification and onboarding obligations.

	Service desk and service management
	First-line support, request routing, user communication, incidents, changes and knowledge.

	Cyber Security Operations, GRA, Architecture and platform teams
	Identity threat response, assurance evidence, approved patterns, integrations, secrets, platforms and recovery.


External relationships
	Relationship
	Purpose

	Jisc UK Access Management Federation and sector identity communities
	Federation support, sector interoperability and identity practice where authorised.

	Identity, IGA, PAM and authentication platform providers
	Technical support, platform issues, service assurance and product guidance.

	Application vendors and implementation partners
	Application onboarding, federation, provisioning and integration support.

	Managed identity services and specialist consultants
	Operational or implementation support with accountability retained by the University.


Suggested certifications and development
	Certification or development
	Details

	IDPro Certified Identity Professional or equivalent
	Relevant practitioner evidence across identity lifecycle, authentication, governance and standards; equivalent experience should be accepted.

	Cloud identity and access administrator certification
	Useful where immediate competence in a locally material cloud identity service is needed.

	IGA or PAM platform training or certification
	Role-specific development rather than a default essential criterion.

	CompTIA Security+, ISC2 Certified in Cybersecurity or equivalent
	Useful broader cyber security context for analysts entering IAM from service or platform administration.

	ITIL 4 Foundation or equivalent
	Desirable for request, incident, change, service transition and knowledge management.

	Federation, API, scripting or data skills development
	Select according to the local integration model and role scope.


Notes for local adaptation
	Adaptation point
	Local decision required

	Service boundary
	State which directory, cloud identity, federation, IGA, PAM, guest, external and service identity activities are assigned.

	Authoritative sources
	Name source systems and owners, event timings, data quality obligations and correction routes.

	Access approval
	Record business, data and service approvers. Do not make the analyst the approver because the role operates the workflow.

	First-line boundary
	Keep password resets and routine requests at first line unless specialist analysis or privileged action is required.

	Application onboarding
	Define intake, prioritisation, required ownership, approved patterns, test evidence, cutover and support handover.

	Emergency access
	Document revocation authority, break-glass, alternate administration, out-of-hours response and recovery testing.

	Job evaluation
	Assess identity population, platform criticality, privileged access, integration complexity, autonomy and consequence of error.
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