Cyber Security Analyst
Job details
	Field
	Detail

	Job title
	Cyber Security Analyst

	Grade
	

	Reports to
	Cyber Security Operations Manager or Senior Cyber Security Specialist, according to local team structure.

	Direct reports
	None. May support the development of graduates, apprentices or colleagues through task guidance and knowledge sharing.

	Primary accountability
	Broad operational cyber security delivery, including vulnerability analysis, security control administration, technical investigations, secure configuration support, technical assurance, reporting and approved improvement work.

	Role type
	Cyber security practitioner and operational technical analyst.


Job description / purpose of the post
The Cyber Security Analyst delivers day-to-day operational cyber security across vulnerability management, security controls, technical investigation, secure configuration and approved improvement activity. The post translates technical findings into prioritised action, implements changes safely, maintains clear evidence and reporting, and escalates complex or high-impact matters to senior specialists or managers.
Main duties and key responsibilities
· Operate vulnerability scanning, exposure assessment and related discovery processes within approved schedules and scope.
· Validate vulnerability and exposure findings, remove obvious false positives, assess exploitability and likely institutional impact, and record evidence supporting prioritisation.
· Provide clear remediation advice to technology and service owners, track material findings through to resolution, verify corrective action where practicable, and escalate overdue or unowned exposure.
· Support penetration tests and technical assessments by coordinating scope, access, evidence, suppliers, findings, retesting and operational handover.
· Administer assigned security technologies and controls in line with approved architecture, standards, privileged access arrangements and change processes.
· Monitor control health, coverage, data quality, capacity and integration failures, and raise defects before they create a material security or monitoring gap.
· Implement routine configuration changes, policy updates, endpoint protection actions, secure configuration improvements and control integrations within delegated authority.
· Investigate suspicious activity, control failures, malware, account misuse, data exposure and security-related service issues assigned outside or escalated from the primary SOC queue.
· Collect and preserve relevant technical evidence using approved methods, maintain auditable records, and support containment, eradication and recovery actions under the direction of the incident lead.
· Assess systems and services against approved security baselines, configuration standards, vulnerability expectations and operational control requirements.
· Perform proportionate technical checks to confirm new or changed controls operate as intended, and interpret automated assessments, test reports and control telemetry to distinguish effective control from activity volume alone.
· Deliver defined work packages within cyber security improvement projects, upgrades, onboarding and remediation campaigns, including testing, rollback and handover.
· Identify repetitive or error-prone tasks suitable for safe scripting, orchestration or workflow improvement, and develop changes within appropriate development and review controls.
· Maintain accurate operational documentation and records covering cases, changes, vulnerabilities, assets, integrations, controls, procedures and recovery information.
· Produce concise operational reporting, explain technical issues clearly to specialist and non-specialist stakeholders, maintain current professional knowledge, and escalate matters that fall outside delegated authority.
Person specification
	Requirement
	E / D

	Practical experience of cyber security operations, infrastructure, systems administration, cloud services or a closely related technical role.
	E

	Ability to analyse vulnerability, configuration, control and investigation evidence and reach proportionate conclusions within defined procedures.
	E

	Working knowledge of endpoint, server, network, identity, application and cloud security concepts sufficient to investigate cross-domain issues.
	E

	Experience administering or supporting security controls, implementing controlled change and maintaining accurate technical documentation.
	E

	Ability to explain technical findings, remediation and uncertainty clearly to both specialist and non-specialist stakeholders.
	E

	Sound judgement about escalation, privileged access, evidence handling, service impact and personal limits of authority.
	E

	Commitment to continuing professional development and to working constructively in an open, distributed Higher Education environment.
	E

	A relevant degree, apprenticeship, professional qualification or demonstrably equivalent practical capability.
	E

	Experience of vulnerability management, endpoint security, secure configuration, penetration test coordination or technical incident response.
	D

	Practical scripting or automation experience using an appropriate language and controlled development practices.
	D

	Experience with cloud, SaaS, Linux, macOS, research computing, operational technology or other locally significant environments.
	D

	Understanding of NIST CSF, ISO/IEC 27001, NCSC CAF, Cyber Essentials or comparable security frameworks.
	D

	Experience of IT service management, formal change control, problem management or supplier support.
	D

	Previous work in Higher Education, research, public sector or another complex and devolved organisation.
	D



Internal relationships
	Relationship
	Purpose

	Cyber Security Operations Manager and senior security specialists
	Operational priorities, technical direction, escalation and professional development.

	IT infrastructure, cloud, endpoint, network and application teams
	Security control operation, remediation, technical change and service recovery.

	Identity and architecture teams
	Identity dependencies, approved security patterns, design decisions and technical exceptions.

	Faculties, research teams and professional services
	Remediation, secure configuration, technical assurance and security issues affecting local services.

	Governance, risk, service management and service desk teams
	Assurance evidence, risk escalation, operational handover and user-facing support.


External relationships
	Relationship
	Purpose

	Security technology suppliers and managed service providers
	Technical support, service assurance, remediation and escalation.

	Penetration testing, vulnerability assessment and incident response providers
	Coordinate assessments, evidence, findings, retesting and specialist response.

	Jisc, NCSC, UCISA and other Higher Education security communities
	Share sector threat information, good practice and relevant security learning where participation is authorised.

	University partners and research collaborators
	Coordinate security requirements, technical evidence and remediation where shared services or data are involved.


Suggested certifications and development
	Certification or development
	Details

	CompTIA Security+, ISC2 Certified in Cybersecurity or equivalent
	Useful entry or consolidation evidence; equivalent experience should be accepted.

	CompTIA CySA+, SSCP or equivalent practitioner certification
	Relevant where the role spans several operational domains.

	CREST practitioner, penetration testing or vulnerability qualification
	Include only where hands-on testing is a genuine part of the local role.

	Cloud security or platform security certification
	Prefer vendor-neutral routes; require a vendor only where immediate competence is essential.

	ITIL 4 Foundation or equivalent service management development
	Desirable; practical service experience may be stronger evidence.

	Relevant apprenticeship, degree or professional registration
	Accept multiple routes and avoid unnecessary barriers to entry.





Cyber Security Analyst
