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Who are HEFESTIS and CISO Share? 

Non-profit IT consulting and services agency working from 
and with the Higher and Further Education sector in the UK

CISO-Share currently works tirelessly on improving cyber 
security

Collaboration with Government and expert partners



Why are we here?

Risk and consequence of Cyber attack keep on rising
Not all Universities and Colleges can afford to build the 

teams, skills and services they would like 
We deliver a shared service to provide dedicated cyber 

security support at significantly reduced cost
Growing and active member community



CISO-OFFICE (in a box)

1

2 3

PATHWAY (existing)
1. Onboarding
2. Assessment
3. Governance
4. Strengthening
5. Testing and Improving
6. Review and Report

APPLICATIONS / SERVICES (new)
Note: functionality developed incrementally
1. Regulatory and Standards Compliance
2. Policy Framework Management
3. Third Party / Supplier Management
4. Vulnerability Risk Management 
5. Alert and Event Aggregator
6. Configuration and Asset Management
7. Assessment and Artefact Management
8. Governance, Risk, Compliance & Auditing
9. DPO Integration

CORE SERVICES (existing)
1. Maturity Assessment
2. Risk Assessment
3. Table Top Exercises

MATURITY PILLAR

RISK PILLAR TTX PILLAR

SECTOR SPECIFIC WRAPPER
1. HE/FE
2. NHS and Police
3. Third Sector
4. Other Public Sector
5. Private Sector
6. Financial Services



The Pathway : 7 Steps Of Engagement   

Induction – identifying where each organisation is with 
cyber-security

Introduction – adopting/adapting information security 
and risk working groups 

Engagement – working with the groups and stakeholders 
to manage cyber security throughout the organisation

Baselining – populating action plans, risk and maturity 
assessments

Strengthening – prioritising specific areas for 
improvement 

Workshops and reviews– recording improvement, with 
deeper dives into specific areas where there may be gaps 

BAU, continuous improvement, security by design, 
(Annual) Reporting on maturity and risk to the PSAP and 
national standards etc. 



Table Top eXercises



Why do Table 
Top eXercises?

Advantages
• Low stress environment
• Low cost
• Ongoing evaluation
• Facilitated group discussion of problem 

areas

Disadvantages
• Can lack realism
• Not a true test of operational capability



How do you 
run them?

Step 1 : Audience
• Strategic
• Tactical
• Operational 



How do you run them?
Step 2 : Set Objectives and Outcomes
1. Determine the effectiveness of cyber training provided to staff

2. Determine what enhancements or capabilities are needed to protect an information system and provide 
for operations in a hostile environment

3. Test effectiveness of the organisation’s incident response plans Basic

4. Test the effectiveness of communications processes during an attack

5. Test the organisation’s capability to determine operational impacts of cyber-attacks and implement 
proper recovery procedures

6. Enhance cyber awareness, readiness, and coordination

7. Expose and correct weaknesses in cyber security systems, policies and procedures

8. Test ability to detect and properly react to hostile activity

9. Understand the implications of losing access to IT systems and test the workarounds for such

10. Develop contingency plans for surviving the loss of some or all IT systems 



How do you 
run them?

Step 3 : Logistics
• In person
• Virtual



Questions
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