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ÁMy name is Phil Mayers
ÁI do various things at Imperial

ÁCore routing, multicast, IPv6

ÁEdge access control ɀmacauth& 802.1x

ÁFully centralised IT @ Imperial

Á~1300 edge switches (~50/50 old 3Com 4400s, new 
Extreme x450/x250)

Á~750 wireless points (Cisco lightweight)

Á~35k unique hosts seen on-net



ÁTLA minefield

ÁNAC

ÁNAP

ÁTNC

ÁSoH



ÁAt the time of network connect, the machine 
submits evidence of its posture to the 
network
ÁThe network may grant, restrict or deny 

network access
ÁPosture includes

ÁOS updates (set for auto-update, up-to-date)

ÁAntivirus state (installed, enabled, up-to-date)

ÁFirewall state (installed, enabled)



ÁNAP ɀNetwork Access Protection (Microsoft)
ÁNAC ɀNetwork Access Control (Cisco)
ÁBoth names for the same thing...
ÁTNC ɀTrusted Network Connect

ÁEAP mechanism from the Trusted Computing 
Group ɀposture-over-EAP

ÁSoHɀStatement of Health

ÁMicrosoft extension to PEAP

ÁTNC and SoHdo the same job, differently



ÁAssuming 802.1x for wireless/wired...
ÁClient connects
ÁNetwork issues EAP challenge
ÁClient does EAP to identify itself
ÁClient then sends posture info inside EAP 

session
ÁRadius server makes a decision about the 

posture acceptability
ÁNetwork access granted, restricted or denied



ÁOut-of-band posture assessment can be done

ÁWupdateor antivirus management logs

ÁRun a client / ActiveX control

Á7ÏÎȭÔ ÔÁÌË ÁÂÏÕÔ ÔÈÏÓÅ ÈÅÒÅ ɀbecause 
)ÍÐÅÒÉÁÌ ÄÏÎȭÔ ÈÁÖÅ ÁÎÙ ÕÓÅ ÆÏÒ ÔÈÅÍ



ÁEAP-TNC is an EAP method

ÁIt needs to run inside another EAP method ɀTTLS

ÁIt ought to run after an authentication method

Á)ÔȭÓ Á ÃÒÏÓÓ-platform standard

ÁSupport is (currently) non-existent
ǐ Picture by http://www.flickr.com/photos/bbaunach/

http://www.flickr.com/photos/bbaunach/
http://www.flickr.com/photos/bbaunach/


ÁSoHis a Microsoft extension to PEAP

Á)ÔȭÓ 7ÉÎÄÏ×Ó-oriented

Á)ÔȭÓ ÓÕÐÐÏÒÔÅÄ ÏÎ 80 30Ωȟ 6ÉÓÔÁ ÁÎÄ 7ÉÎÄÏ×Ó έ

Á)ÔȭÓ ÏÆÆ ÂÙ ÄÅÆÁÕÌÔ

ÁIt needs* Microsoft IAS



ÁNot well-loved

ÁNo offense intended to those who do use it

ÁBut have no fear...
ÁFreeRadiuscan now do it too!
Á git clone git@git.freeradius.org:soh.git peap - soh

Á git checkout - b peap - soh origin/ peap - soh

ÁSupposed to be in 2.2.0

ÁI wrote the patch ɀneed to sync with 2.1.9



ÁQuite a lot of info:

SoH- Supported = yes
SoH- MS- Machine - OS- vendor = Microsoft
SoH- MS- Machine - OS- version = 6
SoH- MS- Machine - OS- release = 0
SoH- MS- Machine - OS- build = 6001
SoH- MS- Machine - SP- version = 1
SoH- MS- Machine - SP- release = 0
SoH- MS- Machine - Processor = x86_64
SoH- MS- Machine - Name = "netbios.example.com"
SoH- MS- Correlation - Id = 0x54468936cb494374b127a6a3cc3bb11c01ca78d858ee1ef0
SoH- MS- Machine - Role = client
SoH- MS- Windows - Health - Status = " firewall ok snoozed=0 microsoft =1 up2date=1 enabled=1"
SoH- MS- Windows - Health - Status = " antivirus error not - installed"
SoH- MS- Windows - Health - Status = " antispyware ok snoozed=0 microsoft =1 up2date=1 enabled=1"
SoH- MS- Windows - Health - Status = " auto - updates ok action=install"
SoH- MS- Windows - Health - Status = " security - updates warn some- missing"


