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My name Is PhiVlayers
| do various things at Imperial
Core routing, multicast, IPv6

Edge access contrglmacauth& 802.1x
Fully centralised IT @ Imperial

~1300 edge switches (~50/50 old 3Com 4400s, ne
Extreme x450/x250)

~750 wireless points (Cisco lightweight)
~35k unique hosts seen amet
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TLA minefield
NAC
NAP
TNC
SoH
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At the time of network connect, the machine

submits evidence of its posture to the
network

The network may grant, restrict or deny
network access

Posture includes

OS updates (set for autapdate, upto-date)
Antivirus state (installed, enabled, tip-date)
Firewall state (installed, enabled)
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NAPz Network Access Protection (Microsoft)
NACz Network Access Control (Cisco)

Both names for the same thing...

TNCz Trusted Network Connect

EAP mechanism from the Trusted Computing
Groupz posture-over-EAP

SoHz Statement of Health

Microsoft extension to PEAP
TNC andsoHdo the same job, differently
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Assuming 802.1x for wireless/wired...
Client connects

Networ

K Issues EAP challenge

Client does EAP to identify itself

Client t

nen sends posture info inside EAP

session

Radius

server makes a decision about the

posture acceptabllity

Networ

k access granted, restricted or denied
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Out-of-band posture assessment can be done
Wupdateor antivirus management logs
Run a client / ActiveX control
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EARTNC is an EAP method

It needs to run inside another EAP methpd TLS
It ought to runafter an authentication method

) O6 O -phatfoAnGiartalard
Support is (currently) nomxistent

T Picture byhttp://www.flickr.com/photos/bbaunach
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SoHis a Microsoft extension to PEAP
A) O6 O TZodntdd x O
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Alt needs* Microsoft IAS
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Not wellloved

No offense intended to those who do use it
But have no fear...
FreeRadiugan now do it too!

git clone git@qit.freeradius.org:soh.qgit peap - soh
git checkout -b peap-soh origin/ peap- soh

Supposed to be in 2.2.0
| wrote the patcly need to sync with 2.1.9



What does it give you?

Quite a lot of Info:

SoH Supported = yes

SoH MS Machine - OS vendor = Microsoft

SoH MS Machine - OS version = 6

SoH MS Machine - OS release =0

SoH MS Machine - OS build = 6001

SoH MS Machine - SP-version =1

SoH MS Machine - SP-release =0

SoH MS Machine - Processor = x86_64

SoH MS Machine - Name = "netbios.example.com"”
SoH MS Correlation - ld = 0x54468936¢ch494374b127a6a3cc3bbl1c01lca78d858eelefl
SoH MS Machine - Role = client

SoH MS Windows - Health - Status ="  firewall ok snoozed=0 microsoft =1 up2date=1 enabled=1"
SoH MS Windows - Health - Status ="  antivirus error not - installed"

SoH MS Windows - Health - Status ="  antispyware ok snoozed=0 microsoft =1 up2date=1 enabled=1"
SoH MS Windows - Health - Status ="  auto - updates ok  action=install"

SoH MS Windows - Health - Status =" some- missing"



