


 CNWL is a large GPFE College
 14,000 students
 1,000 staff
 3,000 PCs
 15k-20k emails per day in to staff
 Almost none in to students
 1k-1.5k out per day from staff



 Windows Active Directory (Server 2003)
 Separate domain for staff and students
 Exchange server 2003 (primary MX)
 FreeBSD/postfix (secondary MX)



 Grynx – free for Exchange 2003
 Checks IP of sender, address of sender, 

address of recipient
 Gives a “try later” if not recently seen
 Loses lots of spam
 Can lose genuine automatic mail



nslookup -q=mx cnwl.ac.uk

Server:  tconwl13.cnwl.ac.uk

Address:  195.194.12.10

cnwl.ac.uk      MX preference = 10, mail exchanger = 
tconwl1.cnwl.ac.uk

cnwl.ac.uk      MX preference = 20, mail exchanger = 
tconwl13.cnwl.ac.uk

tconwl1.cnwl.ac.uk    internet address = 195.194.12.4

tconwl13.cnwl.ac.uk  internet address = 195.194.12.10



nslookup -q=mx cnwl.ac.uk

Server:  tconwl23.cnwl.ac.uk

Address:  10.0.0.23

cnwl.ac.uk      MX preference = 10, mail exchanger = 
tconwl15.cnwl.ac.uk

cnwl.ac.uk      MX preference = 20, mail exchanger = 
tconwl1.cnwl.ac.uk

tconwl1.cnwl.ac.uk      internet address = 10.0.0.1

tconwl15.cnwl.ac.uk     internet address = 10.0.0.15



Tconwl1 – primary MX
Exchange 2003
Sophos Pure Message

Tconwl15
Mail store
Exchange 2003
Sophos Pure Message

Tconwl13 – secondary MX
FreeBSD
MailScanner
ClamAV



 Try to only accept “real” email
 Reject all invalid email addresses
 Simple GUI in Exchange
 Script runs for Postfix











Day t1 t15 % junk
17 17835 5744 67.8%
18 17633 5048 71.4%
19 14125 1756 87.6%
20 13998 1674 88.0%
21 16971 5922 65.1%
22 19018 5561 70.8%
23 19503 5411 72.3%
24 18455 5269 71.4%
25 17132 4945 71.1%
26 13370 1765 86.8%
27 11348 1570 86.2%
28 16011 6210 61.2%
29 16726 5295 68.3%
30 18396 5327 71.0%
31 19328 4790 75.2%



Month Virus%
Nov-07 0.13%
Dec-07 0.02%
Jan-08 0.01%







 No user workstation has public IP
 Users access internet through proxy 

server
 Router configured to only allow port 25 

from designated SMTP (not proxies!)



 Many users access Hotmail etc
 Client side virus scanner
 Picks up more viruses
 Also configured to just delete silently


