email virus filtering at the
gateway

Steve Rochforad
College of North West London
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CNWL is a large GPFE College
14,000 students

1,000 staff

3,000 PCs

1 5k-20k emails per day in to staff
Almost none in to students
1k-1.5k out per day from staff



Windows Active Directory (Server 2003)
Separate domain for staff and students
Exchange server 2003 (primary MX)
FreeBSD/postfix (secondary MX)



Grey listing

Grynx - free for Exchange 2003

Checks IP of sender, address of sender,
address of recipient

Gives a “try later” if not recently seen
Loses lots of spam
Can lose genuine automatic mail



Split DNS - external

nslookup -g=mx cnwl.ac.uk
Server: tconwll3.cnwl.ac.uk
Address: 195.194.12.10

cnwl.ac.uk MX preference = 10, mail exchanger =
tconwll.cnwl.ac.uk
cnwl.ac.uk MX preference = 20, mail exchanger =

tconwll1l3.cnwl.ac.uk
tconwll.cnwl.ac.uk internet address = 195.194.12.4
tconwll3.cnwl.ac.uk 1nternet address = 195.194.12.10



Split DNS - internal

nslookup -g=mx cnwl.ac.uk
Server: tconwl23.cnwl.ac.uk

Address: 10.0.0.23

cnwl.ac.uk MX preference = 10, mail

tconwl1l5.cnwl.ac.uk

cnwl.ac.uk MX preference = 20, mail

tconwll.cnwl.ac.uk
tconwll.cnwl.ac.uk
tconwll1l5.cnwl.ac.uk

internet address
internet address

exchanger =
exchanger =

= 10.0.0.1
= 10.0.0.15



System layout

Tconwll — primary MX Tconwl13 —secondary MX Tconwl15
Exchange 2003 FreeBSD Mail store

Sophos Pure Message MailScanner Exchange 2003
ClamAYV Sophos Pure Message



Try to only accept “real” email
Reject all invalid email addresses
Simple GUI in Exchange

Script runs for Postfix



ACTtivity monitor

Activity for zerver TCONWL1

SMTP E:xchange store

server: TCONWLL Messages processed: 40876
| . Stop | Inbound
M eszage categony

| Spam 31196
Unzcannable

Clear

Connection filtering Infected
Blacked haosts Encropted messages
Blocked senders Encrppted attachmentz

Rejected recipients 0 Suzpicious attachments
Resticted attachments
Blocked phraze
Qffenzive language
Action

Deleted 29669
Replaced attachments 0
Cluarantined 1527
Delivered 4100

=

=
Lo N Y o e e e e

040242008 15:55:19  Detected zpam meszage < 000907 86746304 7b247a$3d0 4b96 2 ae b [zpam socore 100)

040222008 15:55:19  Deleted message 000301 cE67 4650470247 23340 4bIEEasjhnwu:' for recipients 'Craigie-Lee. Paterson@crl ac.uk'
04/02/2008 15:55:20  Detected spam meszage "< 102d01cB680fe10294a0% 220 3d44 2k b [zpam score 100)

040242008 1558520 Deleted meszzage '<002d01 86801 0294 a0 aa83dd 420k b for recipients 'Steve. Rochford@cnwl ac. uk!

04/02/2008 15:55:23  Detected spam message < 053353370 2008020415581 2Eerwl. ac.uk:' [spam scare 100]

04/02/200815:65:23  Deleted message '« 06338370, 2002020415581 2GEchwl. ac.uk: ' for recipients 'Debbiz. Pole@crwl. ac. ulk!

040242008 155525  Detected zpam meszage <007 201 867 4F41 fef1 aB0$026ccdf0E@bruno9bhxjgaby:' [zpam soore 99)

040242008 15:55:28  Deleted meszzage < 0071201867 4641 fef1 ab0$026ccdf0EbruncAbSyjgabey = for recipientz ‘dlemizhet. D emizzie@orl. ac. Lk’
040242008 15:55:29  Detected zpam meszage < 38802, constantine@hamid:' [zpam zoore 100)

040242008 155529  Deleted meszzage '« 383302 congtantined@hamid:' for recipients 'carlton. bryand@crwl. ac. ok



Avoiding back-scatter

Anti-virus

Inbound messages

‘ Oninfection | Delete message = Alet (¥ ‘
‘ DOn enciypted message lert configuration x| INU actioh j |\\_'\ ‘
| Dn enciypted attachment Send email alerts to I Mo action j Lg\' |

Outbound messages [~ Adminigtrators

[~ Message recipients

| Oninfection

[ Meszage sender
‘ Onenciypted message I Mo action

‘ On encrypted attachment 0k I Catwcel | Help | I No action j %) ‘

‘ Oninfection IDeIete essage j Aleit (v) ‘
‘ On enciypted message I Na actioh j ¥ ‘
| Onenciypted attachment I Ka action j @} |




Vaguer filters

Content filtering

Inbound meszages )

[T Onzuszpicious attachment

Define [uarantine message

[

[T Onrestricted attachment

- Mo action
Define Delver meszage

Feplace with text

[+ Onblocked phraze

Define Delete meszage

[T Onoffensive language

' [Quaranting meszage and deliver
Define

5

Aleit (¥
Aleit (¥
Aleit (¥
Aleit (¥

'y

Outbound messages

]

[T On suspicious attachment Define I [uarantine meszage j Alert u'\%‘_‘_.
[T Dnrestricted attachment Define I [Quaranting mezzage j Alert .;'\_?“_‘_.
[¥ 0Onblocked phrase Define I Cluarantine meszage j Alert l;'\_:’\_f-
[T Onoffensive language Define I Cluarantine meszage j Alert l;'\_:’\_f-

Internal messages

]

'y

[T Onzuzpicious attachment Define I [uaranting mezzage j Alert l'\'\_;’f-
[T Onrestricted attachment Define I [uaranting mezzage j Alert l'\'\_:’f-
[+ Onblocked phrase Define I [uaranting mezzage j Alert l'\'\_:’f-
[T Onoffensive language Define I [uaranting mezzage j Alert | §“-




Pure message summary

Summary statistics for today

Tranzport [SMTP ] 5canning

Message volume 10964
Wirus wolume 1
Spam walume G336
Average daily message volume 1193119
Top viruses b alH ke Pleady
Exchange store zcannimg

Attachments processed ]
Yiruses detected ]
Quarantme

Quarantine database size (ME) 29
Quaranting folder size (ME) 65




"junk

----
17835 5744 67.8%

18 17633 5048 71.4%
19 14125 1756 87.6%
20 13998 1674 88.0%
21 16971 5922 65.1%
22 19018 5561 70.8%
23 19503 5411 72.3%
24 18455 5269 71.4%
25 17132 4945 71.1%
26 13370 1765 86.8%
27 11348 1570 86.2%
28 16011 6210 61.2%
29 16726 5295 68.3%
30 18396 5327 71.0%
31 19328 4790 75.2%

mil5

W]



Statistics — front end server

Message categorization for TCOMNWWLY from 01/10/2007 to 31/01/2000

-

B Spam (59.28%)

I Clean (35.45%)

[ Suspected spam (5.16%)
B Viral (0.09%)

[ Blocked phrase (0.02%)
[ Encrypted (0.00%)

Month  Virus%
Nov-07 0.13%
Dec-07 0.02%
Jan-08 0.01%



Statistics — backend server

Message cateqorisation for TCOMNWLS from 01102007 to 03/02/2008

B Clean (57 8%

B Spam (9.73%:)

P suspected spam (2.4%)
Encrypted (0.0%)

B virsl (0.0%)
Meszage threat (0.0%)
Attachmert threat (0.0%)




Yearly' Graph (1 Day Average)
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Viruzes/Problems

AT | ™

0.0 ' ¥ +
Mar Ape May  Jun Jul Aug Sep Oct MWow Dec Jan

Max  Awerage Current
Infected Mail 286.0 10.0 0.0
Viruses Detected 2830 8.0 0.0




Protecting you from us

No user workstation has public IP
Users access internet through proxy
server

Router configured to only allow port 25
from designated SMTP (not proxies!)



Web mail

Many users access Hotmail etc

Client side virus scanner

Picks up more viruses

Also configured to just delete silently



